GENERAL SERVICES ADMINISTRATION
Federal Acquisition Service

Authorized Federal Supply Schedule Price List

On-Line access to contract ordering information, terms and conditions, up-to-date pricing, and the option to
create and electronic delivery order are available through GSA Advantage!, a menu —driven database
system. The INTERNET address GSA Advantage! is: GSAAdvantage.gov

GSA SCHEDULE 70

SIN 132-51 - INFORMATION TECHNOLOGY (IT) PROFESSIONAL SERVICES

FPDS Code D301 IT Facility Operation and Maintenance

FPDS Code D302 IT Systems Development Services

FPDS Code D306 IT Systems Analysis Services

FPDS Code D307 Automated Information Systems Design and Integration Services
FPDS Code D308 Programming Services

FPDS Code D310 IT Backup and Security Services

FPDS Code D316 IT Network Management Services

Note 1: All non-professional labor categories must be incidental to and used solely to support hardware,
software and/or professional services, and cannot be purchased separately.

Note 2: Offerors and Agencies are advised that the Group 70 — Information Technology Schedule is not to
be used as a means to procure services which properly fall under the Brooks Act. These services include,
but are not limited to, architectural, engineering, mapping, cartographic production, remote sensing,
geographic information systems, and related services. FAR 36.6 distinguishes between mapping services of
an A/E nature and mapping services which are not connected nor incidental to the traditionally accepted
AJE Services.

Note 3: This solicitation is not intended to solicit for the reselling of IT Professional Services, except for
the provision of implementation, maintenance, integration, or training services in direct support of a
product. Under such circumstances the services must be performance by the publisher or manufacturer or
one of their authorized agents.

Contract Number: GS-35F-437AA
Period Covered by Contract: 7-2-2013 through 7-1-2018
Pricelist current through Modification dated .

For more information on ordering from Federal Supply Schedules click on the FSS Schedules button at
http://www.fss.gsa.gov/

Cyber Security Research and Solutions Corporation
1014 Bran Drive,
LaPlata, MD 20646
Phone: (301) 392-3438, Fax: (866) 626-8167
http://www.csrscorp.com



http://www.fss.gsa.gov/
http://www.csrscorp.com/

“Prices Shown Herein are NET (discount deducted)”
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CUSTOMER INFORMATION

Labor Category Description Rate

10. Computer Operations Manager $92.81/hr
11. Consultant-Senior $132.58/hr
14. Continuous Monitoring Specialist $160.43/hr
15. Cyber Offensive Operations $150.49/hr
16. Cyber Defensive Operations $186.19/hr
17. Cyber Test and Evaluation $142.21/hr
22. Database Administrator $70.71/hr
30. Information Assurance $85.74/hr
Systems/Network Specialist

32. Information Systems Auditor - Senior $112.12/hr
35. IT Subject Matter Specialist $106.06/hr
38. Network Engineer - Senior $114.91/hr
40. Network Systems Administrator $66.29/hr
45. Project Manager $141.43/hr
46. Program Manager $154.68/hr




1lc. DESCRIPTION OF IT SERVICES AND PRICING
Commercial Job Title: Computer Operations Manager Rate: $92.81

Minimum/General Experience:  This position requires a minimum of 8 years of
experience, 6 years with Bachelor’s degree in a related field.

Functional Responsibility:  Responsible for all activities relating to the operation of
centralized data processing equipment and peripheral information systems equipment.
Establishes detailed schedules for the utilization of all equipment in the computer
operations section to obtain maximum utilization. Assigns personnel to various
operations and directs their activities. Reviews and evaluates work and prepares
performance reports. Confers with and advises subordinates on administrative policies
and procedures, technical problems, priorities, and methods. Consults with personnel in
other information systems sections to coordinate activities.

Minimum Education: A.A., B.A. or B.S. degree.

Commercial Job Title: Consultant-Senior Rate: $132.58

Minimum/General Experience:  This position requires a minimum of 8 years of
experience.

Functional Responsibility:  Works with end user groups to evaluate and solve technical
problems. Evaluates existing systems and/or user need to analyze, design, recommend,
and implement system changes.

Minimum Education: B.A. or B.S. degree.

Commercial Job Title: Continuous Monitoring Specialist Rate: $160.43

Minimum/General Experience:  This position requires a minimum of 10 years of
generalized experience, with 2 years of experience supporting policy development.

Functional Responsibility:  Provides the on—going observation, assessment, analysis,
and diagnosis of an organization’s cybersecurity posture, hygiene, and operational
readiness. Integrates core components and capabilities across multiple security—domains
and organizational levels to provide global situational awareness and visibility in support
of areas of operations that has a direct impact on or can potentially interact with mission
operations. Incorporates enterprise—wide ‘collect—once, reuse—many’ structure and
solutions such that each domain fits into a scheme to delineate a comprehensive
‘snapshot in time’ that explains the environment from multiple mission areas of
operations.

Minimum Education: B.S. degree in computer science, engineering or a related
discipline.
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Commercial Job Title: Cyber Offensive Operations Rate: $150.49

Minimum/General Experience:  This position requires a minimum of 10 years of
generalized experience, with 2 years of experience supporting cloud technologies.

Functional Responsibility: ~ Responsible for performing technical and non—technical
cyber functions and services in support of cyber offensive missions. Participates in
enabling operations and intelligence collection missions conducted through the use of
computer networks to gather data from target or adversary information systems and/or
networks. Supports actions and activities taken through the use of computer networks to
disrupt, deny, degrade, or destroy information resident in computers and computer
networks, or the computers and networks themselves.

Minimum Education:  B.S. degree in computer science, engineering or a related
discipline.

Commercial Job Title: Cyber Defensive Operations Rate: $186.19

Minimum/General Experience:  This position requires a minimum of 5 years of
experience in support of information technology security mechanisms.

Functional Responsibility: ~ Responsible for performing technical and non—technical
cyber functions and services in support of cyber defensive missions. Supports actions and
activities taken to protect, monitor, detect, analyze, diagnose, and respond against
unauthorized activity within computer networks.

Minimum Education:  A.A., B.A. or B.S. degree.

Commercial Job Title: Cyber Test and Evaluation Rate: $142.21

Minimum/General Experience:  This position requires a minimum of 5 years of
experience in support of information technology systems.

Functional Responsibility:  Participates in independent and focused threat—based
efforts that simulate an interdisciplinary, simulated adversary to expose and exploit
vulnerabilities as a means to improve the security posture of information systems and
networks. As an essential gauge of cyber operational readiness, their components, and the
networks that sustain their operations, this independent and threat—based effort may be
divided into two categories: (1) exercise related activities, where the cyber operator
simulates an opposing force and is focused on improving readiness and asses the
performance of their people executing operations supported by their technology and (2)
network penetration testing activities, where cyber operator provides security testing in
an attempt to primarily circumvent the technology security features of a system based on
their understanding of the system design and implementation.
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Minimum Education: A.A., B.A. or B.S. degree.

Commercial Job Title: Database Administrator Rate: $70.71

Minimum/General Experience:  This position requires a minimum of 5 years of
experience, 3 years with a Bachelor’s degree. Specialized certifications may also be
required.

Functional Responsibility:  Participates in the design, creation, and maintenance of
computerized databases. Responsible for quality control and auditing of databases to
ensure accurate and appropriate use of data. Works with management to develop database
strategies to support company needs. Consults with and advises user son access to various
databases. Works directly with users to resolve data conflicts and inappropriate data
usage. Directs the maintenance and use of the corporate data dictionary.

Minimum Education:  A.A., B.A. or B.S. degree.

Commercial Job Title: Information Assurance Systems/Network Specialist
Rate: $85.74

Minimum/General Experience:  This position requires a minimum of 12 years of
experience. Specialized certifications may also be required.

Functional Responsibility:  Installs, configures and maintains organization's operating
systems. Analyzes and resolves problems associated with server hardware, NT,
applications software. Detects, diagnoses, and reports NT related problems on both
NTserver and NT desktop systems. Performs a wide variety of tasks in software/hardware
maintenance and operational support of NT Server systems.

Minimum Education: B.A. or B.S. degree in computer science, engineering or a related
discipline.

Commercial Job Title: Information Systems Auditor-Senior Rate:
$112.12

Minimum/General Experience:  This position requires a minimum of 8 years of

experience. Specialized certifications may also be required.

Functional Responsibility:  Under general direction, audits the most complex new and
existing information systems applications to ensure that appropriate controls exist, that
processing inefficient and accurate, and that information systems procedures are
incompliance with corporate standards. Competent to work at the highest level of all
phases of information systems auditing.

Minimum Education:  B.A. or B.S. degree.

Commercial Job Title: IT Subject Matter Specialist Rate: $106.06
- 6
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Minimum/General Experience:  This position requires a minimum of 15 years
experience. Specialized certifications may also be required.

Functional Responsibility: ~ Provides extremely high-level subject matter proficiency
for work described in the task. Provides advanced technical knowledge and analysis of
highly specialized applications and operational environment, high-level functional
systems analysis, design, integration, documentation, training, and implementation advice
on complex problems that require doctorate level knowledge of the subject matter for
effective implementation.

Minimum Education:  None.

Commercial Job Title: Network Engineer-Senior Rate: $114.91

Minimum/General Experience:  This position requires a minimum of 10 years
experience, 8 years experience with a Bachelor’s degree. Specialized certifications may
also be required.

Functional Responsibility:  Under general direction, manages the purchase, installation,
and support of network communications, including LAN/WAN systems. Responsible for
evaluating current systems. Works on complex problems where analysis of situation
requires in-depth evaluation of various factors. Plans large-scale systems projects through
vendor comparison and cost studies. Provides work leadership and training to lower level
network engineers. Requires expert knowledge of LAN/WAN systems, networks, and
applications.

Minimum Education:  A.A., B.A. or B.S. degree in computer science, engineering or a
related discipline.

Commercial Job Title: Network Systems Administrator Rate: $66.29

Minimum/General Experience: This position requires a minimum of 8 years
experience, 5 years experience with a Bachelor’s degree. Specialized certifications may
also be required.

Functional Responsibility: ~ Provides first level guidance/direction (either as a full-time
supervisory position or on a project management basis) to network operation and
maintenance analysts, technicians, and/or engineers. Performs technical analysis of
complex software, hardware, and transmission facility using various diagnostic tools in
support of efficient network operations. Provides guidance/direction for engineering
efforts and test and evaluation programs. Performs on-site engineering when required.
Typically requires five years of experience in operations, maintenance, and sustained
engineering of LAN to WAN internetworking. Frequently reports to regional Manager or
Operations Manager.




Minimum Education:  A.A., B.A. or B.S. degree in computer science, engineering or a
related discipline.

Commercial Job Title: Project Manager Rate: $141.43

Minimum/General Experience: This position requires a minimum of 10 years
experience, 8 years experience with a Bachelor’s degree. Specialized certifications may
also be required.

Functional Responsibility:  Responsible for all aspects of the development and
implementation of assigned projects and provides a single point of contact for those
projects. Takes projects from original concept through final implementation. Interfaces
with all areas affected by the project including end users, computer services, and client
services. Defines project scope and objectives. Develops detailed work plans, schedules,
project estimates, resource plans, and status reports. Conducts project meetings and is
responsible for project tracking and analysis. Ensures adherence to quality standards and
reviews project deliverables. Manages the integration of vendor tasks and tracks and
reviews vendor deliverables. Provides technical and analytical guidance to project team.
Recommends and takes action to direct the analysis and solutions of problems.

Minimum Education:  A.A., B.A. or B.S. degree.

Commercial Job Title: Program Manager Rate: $154.68

Minimum/General Experience:  This position requires a minimum of 12 years
experience. Specialized certifications may also be required.

Functional Responsibility:  Responsible for the portfolio management of projects
operating under the similar strategic objectives. Manages resource allocation and all
stakeholders. Ensures metric review of quality standards and reviews project deliverables.
Manages the integration of project deliverable into organization’s strategic objectives.

Minimum Education:  B.A. or B.S. degree.

2. Maximum Order (All dollar amounts are exclusive of any discount for
prompt payment):

The maximum dollar value of orders to be issued is $500,000.00
3. Minimum Order:

The minimum dollar value of orders to be issued is $100.00
4. Geographic Coverage (Delivery Area):

Domestic delivery is delivery within the 48 contiguous states, Alaska, Hawaii, Puerto
Rico, Washington, DC, and U.S. Territories. Domestic delivery also includes a port or
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consolidation point, within the aforementioned areas, for orders received from overseas
activities.

Overseas delivery is delivery to points outside of the 48 contiguous states, Washington,
DC, Alaska, Hawaii, Puerto Rico, and U.S. Territories.

Offerors are requested to check one of the following boxes:
[ 1] The Geographic Scope of Contract will be domestic and overseas delivery.
[ 1] The Geographic Scope of Contract will be overseas delivery only.
[X]  The Geographic Scope of Contract will be domestic delivery only.

For Special Item Number 132-53 Wireless Services ONLY, if awarded, list the limited
geographic coverage area:

Point(s) of Production: None
Prices shown are NET Prices; Basic Discounts have been deducted.
7. Quantity Discounts: None

8. Prompt Payment Terms: Net 30 days from receipt of invoice or date of
acceptance, whichever is later.

9a.  Cyber Security Research and Solutions will accept the credit cards for payments
equal to or less than the micro-purchase threshold for oral or written delivery orders.

9b.  Cyber Security Research and Solutions will not accept the credit card for
payments above the micro-purchase threshold.

10. Foreign Items (list items by country of origin): N/A

11a. Time of Delivery
Delivery is negotiated with the Ordering Activity at the Task Order level.

11b.  Expedited Delivery: N/A

11c. Overnight and 2-Day Delivery: N/A

11d. URGENT REQUIREMENTS: When the Federal Supply Schedule contract
delivery period does not meet the bona fide urgent delivery requirements of an ordering
activity, ordering activities are encouraged, if time permits, to contact the Contractor for
the purpose of obtaining accelerated delivery. The Contractor shall reply to the inquiry
within 3 workdays after receipt. (Telephonic replies shall be confirmed by the Contractor
in writing.) If the Contractor offers an accelerated delivery time acceptable to the

- 9
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ordering activity, any order(s) placed pursuant to the agreed upon accelerated delivery
time frame shall be delivered within this shorter delivery time and in accordance with all
other terms and conditions of the contract

12 F.O.B. Point(s)

13a. Ordering Address(es)
CSRS-Corp’s Ordering Address: 1014 Bran Drive, LaPlata, MD 20646

13b. Ordering Procedures:

Ordering activities shall use the ordering procedures of Federal Acquisition Regulation
(FAR) 8.405 when placing an order or establishing a BPA for supplies for services.
These procedures apply to all schedules.

a. FAR 8.405-1 Ordering procedures for supplies, and services not requiring a
statement of work.

b. FAR 8.405-2 Ordering procedures for services requiring a statement of work.

The use of BPAs under any schedule contract to fill repetitive needs for supplies or
services is allowable. BPAs may be established with one or more schedule contractors.
The number of BPAS to be established is within the discretion of the ordering activity
establishing the BPA and should be based on a strategy that is expected to maximize the
effectiveness of the BPA(s). Ordering activities shall follow FAR 8.405-3 when creating
and implementing BPA(S).

14. Payment Address:
CSRS-Corp’s Payment Address: 1014 Bran Drive, LaPlata, MD 20646

CONTRACT TERMS AND CONDITIONS

15. Warranty Provision
CONTRACTOR COMMITMENTS, WARRANTIES AND REPRESENTATIONS

a. For the purpose of this contract, commitments, warranties and representations
include, in addition to those agreed to for the entire schedule contract:

(1) Technical representations and/or warranties of products concerning
performance, total system performance and/or configuration, physical, design
and/or functional characteristics and capabilities of a product/equipment/
service/software package submitted in response to requirements which result in
orders under this schedule contract.

- 10
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(2) Any representations and/or warranties concerning the products made in any
literature, description, drawings and/or specifications furnished by the Contractor.

b. The above is not intended to encompass items not currently covered by the GSA
Schedule contract.

16. Export packing charges: N/A
17. Credit cards will not be acceptable for payment above the micro-purchase threshold.

18. Terms and conditions of rental, maintenance and repair: N/A

19. Terms and Conditions of Installation
INSTALLATION, DEINSTALLATION, REINSTALLATION

The Davis-Bacon Act (40 U.S.C. 276a-276a-7) provides that contracts in excess of
$2,000 to which the United States or the District of Columbia is a party for construction,
alteration, or repair (including painting and decorating) of public buildings or public
works with the United States, shall contain a clause that no laborer or mechanic
employed directly upon the site of the work shall received less than the prevailing wage
rates as determined by the Secretary of Labor. The requirements of the Davis-Bacon Act
do not apply if the construction work is incidental to the furnishing of supplies,
equipment, or services. For example, the requirements do not apply to simple installation
or alteration of a public building or public work that is incidental to furnishing supplies or
equipment under a supply contract. However, if the construction, alteration or repair is
segregable and exceeds $2,000, then the requirements of the Davis-Bacon Act applies.
The ordering activity issuing the task order against this contract will be responsible for
proper administration and enforcement of the Federal labor standards covered by the
Davis-Bacon Act. The proper Davis-Bacon wage determination will be issued by the
ordering activity at the time a request for quotations is made for applicable construction
classified installation, deinstallation, and reinstallation services under SIN 132-8.

20. Terms and conditions of repair part indicating date of parts price list and any
discounts from list prices — N/A

20a. Terms and conditions of any other services — N/A
21. List of service and distribution points (if applicable): N/A

22. List of participating dealers (if applicable): N/A
23. Preventative maintenance (if applicable): N/A

24a. Special attributes such as environmental attributes (e.g., recycled content, energy
efficiency, and/or reduced pollutants.): N/A
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24b. SECTION 508 COMPLIANCE

If applicable, Section 508 compliance information on the supplies and services in this

contract are available in Electronic and Information Technology (EIT) at the following:
WWW.CSISCOrp.com

The EIT standard can be found at: www.Section508.gov/.

25. Data Universal Number System (DUNS): 82-903-0142

26. Contractor has registered with the Central Contractor Registration Database (CCR)


http://www.csrscorp.com/
http://www.section508.gov/

